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1. Introduction 

The Internet has revolutionized and changed our lives, communication and procurement practices 

and strategies. As the access to the Internet is increasing, the use of Internet to seek health 

information is also expending. Population based surveys found in the U.S. that 72% of the online 

population, while in Europe 71% of Internet users searched for health information at least once in 

the previous 12 months. However, consumers turn to the Internet today for not only just retrieving 

health information but to self-diagnose and obtain various health services or products. 

According to an early definition by Fung et al, an online pharmacy is an internet-based vendor 

(legal or illegal) that sells medicines and may operate as an independent Internet-only site, online 

-and-

Briefly, an online pharmacy is a website that offers to deliver, distribute, or dispense medications 

on the Internet direct to consumers.  

Internet supply of pharmaceuticals has developed in numerous ways and according to different 

models in each part of the world due to diverse regulatory, economic and cultural environments. 

In the United States the Internet pharmacy market is mainly prescription based, while in Europe 

this segment is forming according to a non-prescription based model. As Internet pharmacies can 

be accessed globally, thus the legislative and economic perspectives should be considered in every 

country worldwide.  

There are several patient safety risks linked to the online purchase of medicines outside the 

traditional supply chain including counterfeit medications. The proportion of counterfeit medicines 

is estimated to be 10% worldwide ranging from less than 1% in the developed countries to over 

30% in developing countries such as Africa, Asia, India and Latin America. 

According to the survey of the National Association of Boards of Pharmacy (NABP) in 2017, the 

95,7% of 11 749 online pharmacies were noncompliant with the U.S. legislation and standards (in 

2013. it was 97%). In 2016, based on industry data (LegitScript), there were 30 000 to 35 000 illicit 

online pharmacies on the web and most of them (approximately 92%) offered drugs without 

prescription. 82% operated in English, 9% in Japanese, 3% in Chinese and 2,4% in Russian, and it 

is notable that roughly 10-15% of the internet pharmacies changed their language based on the 

outside the regulated drug supply system. 
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Their marketing strategy include emphasizing the most commonly referred benefits of online 

pharmacies (convenience, speed, discounts, privacy, not visiting the physician, bulk orders and 

discounts, bonus medicines as gift, etc.) and holding back information regarding adverse-effects, 

contraindications and drug interactions. Pricing strategies include extra price for prescription only 

medicines without prescription, decreased unit cost with larger quantities ordered, promotion of 

unknown cheaper generics/brands from developing countries. 

It can be said that almost every therapeutic category of drugs is available through the Internet. Not 

only the performance and image- -5 inhibitors or anti-

baldness products, but life-saving medicines (e.g. from the WHO Essential Medicines List), 

analgesics (NSAID, opioids), psychiatric-, obesity-, and cardiologic drugs can be freely purchased 

over the Internet. Further patient safety and public health concerns are raised by the online 

marketing of infectology and oncology drugs arising from the threat of trans border spread of 

infectious diseases, growing antimicrobial resistance and possible safety issues (e.g.: cytotoxic 

drug contamination). Offered drug categories include original, generic, illegal generic and 

biological or biosimilar pharmaceuticals (such as vaccines, heparin, bevacizumab, etc.). The main 

characteristics of this illegal market segment consist of trading of seemingly identical products in 

an uncontrolled environment with no restrictions on the consumers (e.g.: no pricing and 

advertisement practice, people under 18 can also purchase medications via the Internet) or on 

products (larger quantities can be purchased) from a large amount of virtual supply. 

2. Aims 

We aimed to develop a comprehensive method that can identify patient and medication safety risk 

of the online pharmaceutical market in a relatively fast and reliable way, furthermore it can 

facilitate to find new strategies to make the online pharmaceutical market a safer place. It will be 

able to identify and classify high risk vendors, identify high risk products, analyze the logistic and 

provide initial chemical, microbiological and pharmaceutical technological evidence regarding the 

product quality and dosage form integrity of online purchased products.  
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3. Methods 

The risk based safety mapping of online pharmaceutical market as a comprehensive methodology 

is consisting of three basic steps focusing on the key patient safety issues. These steps are further 

divided into specific questions indicating priority issues related to online medication purchases: (1) 

Evaluation of available information; (2) Evaluation of vendor characteristics; (3) Product analysis. 

The first step consists of the assessment of whether there is an increased demand for an active 

ingredient or product outside the traditional supply chain (high risk medicines). In case of 

prescription only medications (greater in case of drugs that can only be accessed in a clinical 

setting) or when a product has several off-label or illegitimate indications or when a drug is in 

shortage we suspected that patients/consumers or health professionals may turn to the online 

market of these products to exceed such barriers. 

3.1. Selection of model product and active ingredients 

The above methodology was applied for biologics (1. somatropin) and antineoplastic agents (2. 

oncology shortage drugs) as model products. 

To simulate the healthcare market of growth hormone products the national sales of somatropin 

products (ATC code: H01AC01) were evaluated for three preceding years (2011-2013). Most 

commonly prescrib

(Genentech). We hypothesized that individuals seek to obtain these popular brand name drugs from 

the Internet, thus the online availability of these products was evaluated. 

The 2014 EAHP (European Association of Hospital Pharmacists) survey on drug shortages was 

the starting point to identify drug shortage information sources. We accessed these publicly 

available shortage databases. Inclusion criteria were: relevant shortage information on oncology 

medications and date of shortage events (2014 and 2016). Publicly available databases with 

Hungarian or English language were preferred. Seven European and 4 Non-European drug shortage 

information sources (list, database) were included. An active ingredient was considered to be an 

internationally significant shortage problem if it was represented in at least one accessible 

European database (aside from the Hungarian) and in addition in at least one Non-European 

shortage database. 
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3.2. Risk based safety mapping 

3.2.1. Internet search methodology 

1. Somatropin 

The most popular 

first twenty search engine results were examined and sites offering somatropin products directly to 

patients (Internet pharmacies) were included in our study. Websites promoting the sale of growth 

hormone products were identified and analysed from June to August 2014. During searches the the 

researchers were not signed in to any account and the browser was set to standard security settings. 

Social media sites were not evaluated. 

2. Oncology shortage drugs 

We searched Google (www.google.hu) for the English and Hungarian terms of antineoplastic 

agents (ATC L01 class drugs) affected by shortages in July-September (the third quarter of the 

calendar year, Q3) both in 2014 and 2016. The name of the active pharmaceutical ingredient (API 

- 

 Web browser Firefox was used with standard security setting, with no 

user signed in any account during searches. By documenting the first 50 references appearing in 

Google for national (Hungarian) and English language search terms, we could simulate what 

patients can easily find and what websites they most probably would visit when searching for 

shortage oncology drugs. No Hungarian websites were identified, consequently only websites 

operating in English were included in our study. No direct searches were performed on social media 

sites such as Facebook, Twitter, etc.. 

A search engine result was classified as relevant if the title and/or short description (so called title- 

and meta-description tags) indicated possible purchase option for the given active pharmaceutical 

ingredient. Accessed websites were categorized as Internet pharmacies (direct online sellers), 

intermediary sites (websites that were not direct vendors but acted as sources of information to 

purchase drugs), social media sites (blogs and forums); research only sites (companies offering 

active ingredients for research), and the remaining as others (e.g.: wholesalers) similarly to 

previously published studies. 
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Only Internet pharmacies were included in our study for detailed evaluation, while vendors offering 

non-finished products, raw materials or chemicals for scientific use were excluded. 

3.2.2. Evaluation of internet pharmacy websites 

1. Somatropin 

Internet vendor sites were evaluated based on the following pharmaceutical and professional 

criteria indicating possible patient and medication safety concerns: (a) no prescription requirement; 

(b) inaccessibility of adequate medical information; (c) lack of address and location of the website 

operator/vendor; (d) absence of regulatory body logo; (e) illegitimate internet pharmacy 

verification status according to the LegitScript.com database; (f) cheap prices and discounts as 

marketing messages.  

2. Oncology shortage drugs 

The identified direct online drug sellers were assessed according to the following characteristics: 

Operational characteristics (website category, year of accessibility, oncology specific domain 

name: a domain name containing expressions related to oncology e.g.: cancercurepharmacy.com, 

contact information: address/location, telephone number), Distributional characteristics (drug 

availability, price, quantity limit), and Patient safety characteristics (requirement for a medical 

prescription, possibility of information exchange with healthcare professionals, LegitScript and 

VIPPS legitimacy certifications).  

3.2.3. Sample acquisition and delivery 

1. Somatropin 

Samples were purchased with money transfer from international markets to a research group 

 

quantitative and qualitative analysis was obtained from the Central Clinical Pharmacy (University 

for patients were assessed. 
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2. Oncology shortage drugs 

We assessed the possibility of purchasing products by placing an order for an oncology shortage 

medication and aiming to proceed to the checkout page, but no product purchase was made due to 

financial, ethical and safety concerns. 

3.2.4. Quality assessment of the obtained products 

1. Somatropin 

Samples were evaluated by assessing inner and outer packaging of medications to find signs of 

counterfeit production, inappropriate storage conditions and mechanical damage. Batch number, 

expiry date and country of marketing authorization were documented. The identification of 

somatropin according to the United States Pharmacopoeia (USP 37.) shall be done by 

chromatographic purity test and peptide mapping, while according to the European Pharmacopoeia 

(Ph. Eur.7th Edition) the capillary electrophoresis and peptide mapping are the first choice [273]. 

Application of these methods would have required the purchase of a reference standard, greater 

sample size and a laborious analytical technique. As our aim was to apply a reliable, fast and 

convenient analytical method with reasonably low cost, the qualitative and quantitative analysis 

was performed with capillary zone electrophoresis (CZE) and electrospray ionisation-mass 

spectrometry (ESI-MS) method based on previously published data. 

3.2.5. Statistical analysis 

1. Somatropin 

No statistical analysis was performed. 

2. Oncology shortage drugs 

The data was summarized by descriptive analysis. Mann-Whitney test and Chi-Square test were 

used to evaluate correlations.  

3.2.6. Ethical considerations 

1. and 2. Somatropin and oncology shortage drugs 

No ethical approval was sought as there was no patient involvement in our studies. 
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4. Results 

4.1. Somatropin 

4.1.1. Online availability of somatropin products 

Among the twenty-six search engine results a total of 17 individual Internet vendor websites were 

identified excluding duplicates. Prescription requirement was in accordance with previous studies 

as majority (94%) of websites did not require a valid medical prescription before dispensing these 

otherwise prescription only products. 

On the contrary, numerous (35%) vendors aimed to facilitate purchases by marketing cheap prices 

and easy accessibility. The design and the appearance of the websites also indicated that body-

builders were the targeted customers. 

Only three (17.6%) vendors displayed postal address on their websites, while just one (6%) made 

its phone number available to customers. Typically, websites operated in English, although some 

used automated machine translation of content to national language. Such low quality and biased 

information most likely causes communicational barriers and can be a definite source of medication 

errors. Limited health related product information was displayed on the websites and majority 

(70%) provided no medical information for visitors. The online vendors in our study sample did 

not display any regulatory body logo or verification. According to the LegitScript.com pharmacy 

verification database one site was classified as unapproved while all the remaining (94.1%) were 

identified as rogue Internet pharmacies.   

4.1.2. Online purchase and delivery of somatropin products 

Samples were purchased from three Internet pharmacy websites via bank or Western Union money 

transfer. None of the websites (0%) requested any health information during the ordering process 

or before payment. Delivery time ranged between 6-15 days (average 9 days). Only one injection 

was adequately protected from mechanical injury as it was shipped in a box, while the other two 

were delivered in bubble mailer envelope. All products seemed to be authentic by visual 

examination of the packaging and the ampules. 
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4.1.3. Qualitative and quantitative analysis of somatropin products 

Liquid preparations of somatropin products obtained from internet were analysed by capillary zone 

electrophoresis (CZE) with UV detection. In order to gain further information on the identity of 

the protein content of the preparations, the samples were also analysed by electrospray ionization-

mass spectrometry (ESI-MS) in the positive ion mode. 

For quantification of the protein content, a calibration curve was constructed by dilution of the 

standard preparation (3.33, 2.50, 1.67, 0.83 mg/mL), which showed a satisfactory linearity 

(R2=0,9978) in this range. All the calibration points were measured by the CZE method for four 

times (SD < 1%). All online samples had significantly (p <0.001) lower somatropin concentration 

than indicated on the obtained products. 

4.1.4. Strengths and limitations of the risk based safety mapping of online market of 

somatropin products  

The main limitation of our study is the lack of comprehensive analysis including purity test and 

peptide mapping. Also because of the small sample size the microbiological and pharmaceutical 

technological evaluation could not be carried out. With these techniques the magnitude of the 

potential health risk can be identified. Also it can be seen from literature as well, that our findings 

are time connected as the features of the online market are constantly changing in time. However 

these snapshots of the illicit online marketing of medications are proving that there is a considerable 

and stable threat for individuals and the public as well. As the continuous monitoring of the illegal 

Internet sale of pharmaceuticals is lacking, generally these cross sectional studies are the main 

sources of information in this field. 

The main strength is that a combined method was used to give a complete patient safety 

characterization (prescription requirements, vendor location, regulatory body logo, verification 

status, packaging and product information) along with the analytical evidence of medication 

quality. The whole process was evaluated from the online search until the arrival of the products.  

Further research opportunities include the increase of the sample size to gather further analytical 

and microbiological evidences and the possible continuous monitoring of the illegal vendor sites. 
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4.2. Oncology shortage drugs 

4.2.1. Online access and characteristics of vendor sites offering shortage oncology drugs 

All evaluated oncology drugs affected by shortages were available on the Internet as each API 

included in our study (100%) was offered by online pharmacies both in 2014 and 2016. Numerous 

search engine results (13.8% and 12.1% in 2014 and 2016 respectively) contained relevant 

information about purchasing shortage oncology medications. Of these relevant links 221 led to 

112 individual websites in 2014, while 230 to 98 websites in 2016. Online vendors generally did 

not require medical prescriptions as 78.4% (58/74) internet pharmacies in 2014 and 73.4% (57/79) 

in 2016 offered oncology medications without the necessity of such medical documentation 

(p=0.474). One Internet pharmacy found 

its website, while none of the websites used this marketing message in 2014. Eight (10.8%) Internet 

 

In accordance with previous studies we have also documented that numerous vendors have not 

displayed any physical address or telephone number on their websites (20.3% in 2014 and 27.8% 

in 2016). Furthermore, no healthcare professionals  pharmacist or medical doctor  were 

accessible on most Internet pharmacies (90.5% in 2014 and 91.1% in 2016). Majority (86.5%) of 

the identified vendors in 2014 and all (100%) in 2016 offered shipment to European countries. 

There was generally no limitation by the majority (91.9% in 2014 and 97.45% in 2016) of the 

Internet pharmacies on the amount of medication that could be ordered. 

4.2.2. Verification according to LegitScript and VIPPS 

Website legitimacy is most often evaluated by the LegitScript and the VIPPS Internet pharmacy 

verification databases in relevant literature. In our samples obtained during the two evaluated years 

these verification databases, and a notable number of definitely unregulated websites offered 

products amongst the search engine results. 
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The EU common logo for legally operating online pharmacies/retailers in the EU Member States 

was introduced by the Falsified Medicines Directive (2011/62/EU) and operates since the 1st of 

July 2015. This logo is another opportunity to recognize website legitimacy. However, the 

researchers did not document the presence of this seal as it was not obligatory when the study was 

initiated in 2014. 

4.2.3. Comparison of the national and international shortage situation 

Our aim was to evaluate if their findings based on national shortage conditions could be generalized 

and if the results could characterize a global phenomenon. Internationally significant active 

ingredients were identified based on methods described earlier and key findings of the study were 

correlated with results based on the national drug shortage lists. With the assessment of the Non-

European shortage lists, and the seven accessible European national shortage databases, we have 

identified nine oncologic drugs that were in shortage globally in 2014 (bleomycin, carboplatin, 

carmustine, cisplatin, fluorouracil, gemcitabine, irinotecan, methotrexate, mitomycin) and four 

(bleomycin, carboplatin, cisplatin, etoposide) in 2016. The main evaluated parameters show 

similarity for national and international shortage products.  

4.2.4. Strengths and limitations of analyzing the online accessibility of oncology shortage 

drugs 

The main strengths of our study include: up-to-date information regarding the joint threat of 

oncologic drug shortages and illegal Internet pharmacies, deeper insight into the temporality and 

relationship of these two threats and their possible effects on healthcare systems compared to 

previous studies. A representative number of eleven drug shortage databases and internationally 

significant drug shortages were identified and their Internet availability was assessed. Also an 

inadequate function of the NABP online verification page was discovered.  

This study also has limitations which need to be pointed out. The main limitation is that the 

complete risk based safety mapping of online pharmaceutical market was not carried out, as the 

medications were not purchased. Actual purchases of oncology products would have provided a 

more in depth analysis and could have pointed out further patient and medication safety risks. 

Evaluation of the transportation, storage, packaging, product and patient information leaflet 

contents, and the analysis of chemical and microbiological quality would have added further useful 

data. 
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It should be noted that test purchase of oncology drugs raises several legal, ethical and safety issues. 

We had to face a methodological limitation as the quality of shortage information presented in the 

databases is highly variable and unfortunately difficult to assess. However, we think that currently 

the best method to describe this global phenomenon and tendencies is based on the assessment 

shortage databases. 

5. Summary and novel findings 

1. A Risk based safety mapping of the online somatropin market was carried out:  
 Growth homone products are available and marketed directly to patients: 

 26 relevant search engine results and 17 internet vendors were identified and 
the products advertised to patients correlate with the national market share 
of somatropin products. 

 Definite patient safety risks were identified concerning online pharmacies selling 
somatropin products, because: 

 94% of the vendors did not require valid medical prescription before 
dispensing these prescription only products, 

 35% of the vendors aimed to facilitate purchases by marketing cheap prices 
and accessibility,  

 82,4% of the online pharmacies did not display any postal address or phone 
number,  

 70% displayed no medical information on the websites and healthcare 
professional was not accessible in 100% of internet pharmacies 

 None of the vendors were classified as approved or legitimate according to 
the LegitScript verification database. 

 Neither (0%) of the obtained somatropin (2 Genotropin products and one 
Omnitrope sample) products had any national (Hungarian) or English 
written information enclosed. 

 Definite medication safety risk was identified: 
 All products seemed to be authentic by visual examination of the packaging 

and ampules. However, all online samples had significantly (p <0.001) 
lower somatropin concentration than indicated on the obtained products 
(35,10%, 52,50%, 53,22%) and unknown protein content was also detected 
in one sample.  

2. National and international oncology shortage drugs were identified and pattern of 
oncology shortage drugs was introduced: 

 Following the analysis of eleven drug shortage databases, thirty seven active 
pharmaceutical ingredients (20% of 178 L01 ATC) were identified in 2014 and 
2016.  
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 The total number of documented shortage events (active pharmaceutical ingredient 
on a shortage list) were nearly the same in 2014 (n=61) and 2016 (n=60) and 
represent a wide range of fourth level chemical ATC subgroups. 

 Nine oncologic drugs that were in shortage globally in 2014 (bleomycin, 
carboplatin, carmustine, cisplatin, fluorouracil, gemcitabine, irinotecan, 
methotrexate, mitomycin) and four (bleomycin, carboplatin, cisplatin, etoposide) in 
2016. 

3. Shortage oncology drugs are available and marketed directly to patients without no 
limitation and it is an international phenomenon threatening patient safety: 

 All evaluated oncology drugs (100%) affected by shortages were available on the 
Internet in 2014 and 2016, 

 74 and 79 Internet pharmacies were identified in the two years that were offering 
oncology shortage drugs to individuals, 

 The main evaluated parameters showed similarity for national and international 
shortage products (relevant links and websites within first 50 search engine results,  
number of shortage oncology drugs identified per pharmacy, prescription 
requirement, legitimacy).  

 There was generally no limitation by the majority (91.9% in 2014 and 97.45% in 
2016) of the Internet pharmacies on the amount of medication that could be ordered.  

 Definite patient safety risks were identified: 
 87,4% of the vendors in 2014 and 73,4% of the vendors in 2016 did not 

require valid medical prescription before dispensing these prescription only 
products, 

 79,7% of the online pharmacies in 2014 and 72,2% of the online pharmacies 
in 2016 did not display any postal address or phone number, 

 Healthcare professional were accessible in only 9,5% and 8,9% of the 
vendors in 2014 and 2016,  

 None of the vendors were classified as approved or legitimate according to 
the LegitScript and VIPPS verification database. 

4. An important limitation of the VIPPS verification website was documented. 
 The online tool was not able to identify explicit illegal websites that are otherwise 
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